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GF4600
IEC 61850 TESTING SOFTWARE

GF4600-IEC61850 protocol conformance testing system software applies in the electric power system of smart grid as
test tools. It is compliance to the international IEC61850 and national standard DL/T860 technical requirements. IEC
61850 Testing Software uses friendly interactive graphical interface, easy to operate. Users need to grasp the concept
of a few IEC61850, then can use well of this test tool. The software test system can fully comparable with the Nether-

land KEMA IEC61850 conformance testing software. It include Check Model, MMS server simulation, MMS client test,

Model dynamic conformance testing, Goose simulator, smv simulator, Network packet sniffers, sntp server.
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Check Model

Intelligent substation has widely adopted IEC 61850
standard communication, the standardization of
information model is the basis for intelligent substation
equipment (or system) to achieve IEC 61850 communi-
cation. This module can test if the information model
meet the requirements of DL/T860 standard, national
network and related model specifications.

It can test and control unit model, protection unit
model, econometric model, condition monitoring
model. It is selectable to test according to IEC61850-6
SCL grammatical rules, IEC61850-7 logic nodes and
common data, the national network model standards

and custom models.

According to 61850-10 rules, this software is to confirm

whether the tested product meet the standards on

consistency requirements.

GF4600

IEC 61850 TEST

Serial Number: 1
@ check Model

# XML And SCL Rule Check

[2015-04-13 13:51:22 node Atiribute: 13
R015-04-13 13:51:22 node | EnunVal
[2015-04-13 13:51:22 node Attribute: 14
[2015-04-13 13:51:22 noda : EnunVal
2015-04-13 13:51:22 node Attribute: 15
2015-04-13 13:51:22 node | Enwn¥al
2015-04-13 13:51:22 node Attribute: 18
[2015-04-13 13:51:22 node | EnunType
2015-04-13 13:51:22 node Attributs: seqlEnom
[2015-04-13 13:51:22 node : EnunVal
2015-04-13 13:51:22 node Attribute: 0
[2015-04-13 13:51:22 nede : EnunVal|
2015-04-13 13:51:22 node Attribute: 1
[2015-04-13 13:51:22 SCL check end , success. .. 3

€ Error Log

Log Info [D:\temptest\IBC61850\Nodel\Log\SCL Log2015 04 13 13 51 22. txt]

IEC61850MMS client test

Simulated client IEC61850, testing intelligent electronic
devices IED (the control unit, the protection unit etc.).
Testing the IED directory tree, IED associated equip-
ment, servers, logical devices, logical nodes and data,
data sets, replacing, reporting, setting the group

control, recording, controlling and other functions.

Serial Number: 2

==

— »
™ /| . 1|03 B (|18
Biractary || DataSet || Baport || So¥alues | Controd | |Sub || Tide || Log

TED Infa Contesl | Sub | File Leg GOSERef ¥ Raf Bava Log

Remote ID PA PE status  Name value edit type "
[l remotet @ 127004 11921682351 netsOne 4 [f] remotel
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IEC61850MMS server simulation

Simulated server IEC61850, testing back-office systems
and far motivation systems of intelligent substation.
According IED and ICD files, simulating MMS server to
achieve the directory tree, logical devices, logical
nodes, data reading and writing, data sets, valuation,

reporting, replacing and other functions.

GF1115

IEC 61850 TEST

Serial Number: 3

GOOSE simulator

Simulation issue event message IEC61850-GOOSE,
testing if the operation of the IED is correct. You can
configure Priority, Dest MAC Address, VLanID, Source
MAC Address, APPID, timetolLive, gocbRef, datSet, golD,
test, confRev, numEntries, GOOSE data formats and
other parameters. Simulation receive event message
IEC61850-GOOSE, testing if the issued GOOSE of the
digital device IED is correct.

Recognition IEC61850-GOOSE message, setting the

message format, displaying Goose in graphical data

@ settings ICD @ settings state (;0 wiew connection [> 8 ["] Stop
Hame value type byte Sl
4 [f] 1ED_SERVER Ei
4 1D TEMPLATEPROT I
b AN LLNO
b LN LPHD1
b LN HiSetPDIF1
b N PctDIfPDIFL
b AN HiSetPDIF2
b LN PetDifPDIF2
b N PctDIfPDIF3
» AN PaDifPDIF
b AN ZerPDIF1
b LN HPP1PDIS1
log info
srvr_callback_readcurSetGroupno: return *sg_grp_num=1
srvr_callback_readSetGroupforSG: group_num=1
runming | ‘l‘lu =erver state normal state
u
Serial Number: 4
& Simulate Goose b3
~network
|15 LoopBack Driver(\Devics \NPF_{5D369162-CODD45AGB124-200784E7787 «]  start | stop | view packet|
- send timespan = =1 = =
To0 |250 = T |5 = T2 (10 = T3 |50 =]
- params
priority |4 ~| Dest MAC Address [01-0C-CD-01-00-00 -
VianlD |0 Source MAC Address |00-01-02-03-04-05 il
APPID |0x0000 timetolive |10000
gocbRef |mytest_gocbRef dataSet |mytest_datSet
golD |mytest_golD test |True o
confRev |1
channel data
numEntres [8 = GOOSE Format. [stvala,t =
channel | desc | data format | single point_[ gualty tme
01 switch value 01 BoolBVString13,Utctime 0 0x0000 NULL
02 switch value 02 Bool BVString13,Utctime 0 0x0000 NULL
1] switch value 03 BoolBVString13,Utctime 0 0x0000 NULL
04 switch value 04 BoolBVString13,Utctime 0 0x0000 NULL
05 switch value 05 Bool BVString13,Utctime 0 0x0000 NULL
06 switch value 06 Bool BVSting13,Utctime 0 0x0000 NULL
07 switch value 07 BoolBVSting13,Utctime 0 0x0000 NULL
[ switch value 08 BoolBVString13,Utctime 0 0x0000 NULL
create goose packet
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SMV simulator

GF4600

IEC 61850 TEST

Serial Number: 5

Simulation issue sampled value message IEC61850-9-1 =
or IEC61850-9-2 (LE), testing the digital device IED. You start || v | vew paceet|
can configure Priority, Dest MAC Address, VLanID, e
priority |4 ﬂ Dest MAC Address |01-0C-CD-04-00-01 =
Source MAC Address, APPID, datSet, svID, confRey, Lm0 0
SMV data formats and other parameters. Simulation Y |
sviD lr confRev !17
receive sampled value message IEC61850-9-1 or S = aorate [0000
IEC61850-9-2 (LE), testing if the issued message of Sumek 16 | A
. . P ~channel Information
digital merger unit is correct. ——— e I
. . [1)8 analog channel 01 0x0000
Recognition IEC61850-9-2 (LE) message, setting the - mmdande  bon
04 analog channel 04 0x0000
message format, displaying SMV in graphical data. = Helog afinel Selod
o7 analog channel 07 0x0000
o8 analog channel 08 0x0000
create smv packet |
IEC61850MMS dynamic :
- Serial Number: 6
conformance testing
Software test if the CID / ICD files and intelligent substa- @) bynamic conformancet == rE] |
tion IED device implementation model is consistent, -
IED IF 12T .o .0 .1
Slmple and ﬂeXIbIe' the features are fOIIOWIng' IED SCL  D:/temptest/IECA1850/CheckIED/ scl. xml Select SCL
1) Use the XML parser reads and parses the CID / ICD
files and extract model information;
2) Import the IP address of MMS server at the interface,
use the MMS client mode to communicate with the b e Chacle 01|
tested IED device, read layers of the model information =& 2 x

of the tested IED device online by ACSI model service
3) Compared the information from 1) and 2), you can
check if the CID / ICD files and intelligent substation IED

device implementation model is consistent.

test Log | error log |

|61850 ProtocolTcEMMS) |
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Network packet sniffers

Network packet sniffers, in-depth analysis of network
protocol message such as MMS, goose, SMV etc.,
showing the real MMS interaction.

Monitoring substation network, capturing and analyz-
ing IEC 61850 information, and can be used for accep-
tance testing, interoperability testing, conformance
testing, error logs and network performance monitor-

ing, support IEC 61850 products development.
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Serial Number: 7
T —— |

Fle(f) Network AnslyzerN)  AboutlH)
Do | s @sim
m L

E = - warn and action info | packet statisties | GIOSE | SV | othar packat | packet fils quary
@ms [@ewst #sv TR T TR

AL varn wnd et

- | 1 Bl wport | Link Eilter

S B3 packet analyse

£ capture time warm rum desc Gk
& mytest_gochRet-> 0x0000)

1 © 20050413 161930.438203 1 GOOSE lose connection(jast me2015-0..  mytest oo

2 .Il] 2015-04-13 1518:22.899107 1 GOOSE change posflast time:2015-04-13.. | mytest_gay

3 @ 20050413 160514412507 1 GOOSE change posflast time:2015-04-13..  mytest gay

[network interface Atheres LIC PCI-E Ethemet Controler [ 1istening oo the satrerk.

SNTP Server

Testing 61850 time synchronous with SNTP service.

Serial Number: 8

SNTP time server E=aney X
Sel Log | About
PC's Time: 2014-08-05 15:10:54, 833
|
Paort 1234
Add Hr (Min):
SNTP server time: 2014-03-05 15;10:54. 893
|

WWW.GFUVEGROUP.COM

IEC 61850 Test | EDITION : 22-06 | Page 5 of 6

Subject to change without notice



GF4600

IEC 61850 TEST

IEC61850 auto test Serial Number: 9
Simulated client IEC61850, automatic testing intelligent —WESEESEREGERSTEEE |

Fle{f) MNetwork AnslyzerN)  AboutH)

. . . . Dows | o @
electronic devices IED (the control unit, the protection mu EXTIIy e
Ew Fom W S o kA T |
unit etc.), according to predetermined test e S el
. . W T e [ g5
(IEC61850-10), exporting the test results to a variety of i O menumnr] 3 [ues mie . o
3 @ 20050413 161%14412507 1 GOOSE change posflast fime:2015-04-13... |  mytest_god

file formats (word, pdf, html, xml).
Can automated test based on ICD / CID files.

[network interface Atheres LIC PCI-E Ethemet Controler [ 1istening oo the satrerk.
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